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CBMC![X C/C++EBTENMETOIVSLEMRETIEMRIIY —IL T,
Windows. Linux. MacOS @EIFD/\AFURRHENTWT, BETESCENTEET,
CBMC D#F#1&. NULL 7R > AIANDT I A EHIDIEFBBE R EDREDH#H UWAES
., JOUSLZETIDERIERETIRAICHDET ., AR TlE. CBMC DEEINMELEE
ZERCEBHNUTHET,

+CBMCZA1 > AM—=ITD

Windows 10 &, CBMC Z/ > A =)L BFEF 2 @DHDET ., 1 DI&. Visual
Studio BT T ST >&2EATBHZE. 5 1 D& Linux {RIEIRE WSL(Windows
Subsystem for Linux)IC1 > X h—=JLFBDHETT ., SOHFEEZKDZE(CL. Ubuntu
18.04 LTS (CCBMC &1/ > A b—)LUET (WSL DIREZHEEIT DFIEEEELET) .
WSL OF—=FH)LZEFH LT, UTDIV> RZEETLTLIZEL,. CBMC ME&HM(CT
SAR=)lEnNEzd, SE> XA h=J)LUEE/N—==3 (X CBMC 5.6 TY,

> apt-get install cbmc

! https://www.cprover.org/cbmc/
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CBMC ZfE> iR ZfHERAITHUTHEL LD, TOTOTS L% filel.c £LLV\DHE
HICRIFLET.

#include<stdio.h> filel.c

int main(void) {
int *p;
int x;
p = NULL;
X = *p;
return 0;

}

F9. LOTOTSLZEITUTRRNAESRINETHET . gcc WBEICIEL T
AR=)LULTLKZEW) ZFE ST filel.c ZO2)\AILUTZRICEITIDE. RDOKLDIC,
EITRIS—NIEELFT,

> gcc filel.c -o filel.out

> ./filel.out
Segmentation fault (core dumped)

CDIS—IE 7TETEM x B NULLIRA>S p DIETHZSRUIEDICHRELEL
2o C/C++EBOTOTSLDRAFICEFEITDIIS—(E. REMNHELWLWZETHSN
TWERT, RIC, TDOIS5—%Z CBMC TH®RHULTHZFTI ., CBMC (F cbme AN RTHEITUL
FI, IRAHDREBZITDICIE. BAXMRTHD filel.c &&EBIC AT>a> —-
pointer-check ZiIEELZE Y.

> cbmc filel.c --pointer-check
CBMC version 5.6 64-bit x86_64 linux

Parsing filel.c

** Results:
[main.pointer_dereference.l] dereference failure: pointer NULL in *p: FAILURE
[main.pointer_dereference.2] dereference failure: pointer invalid in *p:

SUCCESS
[main.pointer_dereference.3] dereference failure: deallocated dynamic object

in *p: SUCCESS
[main.pointer_dereference.4] dereference failure: dead object in *p: SUCCESS

** 1 of 4 failed (2 iterations)
VERIFICATION FAILED

Results LUENIREFER TI ., RAIEAET(E Results DI S FICRRSNZ 4 IEBES
BREUTWVWT, ZO55 1B oRBEHICDODLWTIS—%#@HUEULRE. BHEULETS—
(FRA >4 p I NULL DIz, ZTDIBIFHDIEZSIR T B (dereference) T ENTE/RL N,



EVWSEDTY, 2BEBNS 4 BEHITENEN. ENRFERERA > 08 U TULRLNN
FREUEHDMEIFZEIE LU TR, BBIRENT (XTI DEEE S LU TLRVLD. EWDIE
BEBREBEUTWVWEY, BFRITOD VERIFICATION FAILED (&, /RA>AYDBRBDER. IT5—
ZRRHUIECEZRUTVET,

--trace AT 3> EDIFTTHREZERITIDE. KDFHLREBBRBENITBCENT
TFEI, COFMBERCHE>OTTOISLZIEC 1TIDWU>TNK E, 7TFHTIS—IC
IRBZENDHMDET,

> cbmc filel.c --pointer-check -trace
(lﬂ%)

Trace for main.pointer_dereference.1:

State 18 file filel.c line 4 function main thread ©

p=((signed int *)NULL) (0000000000 I --000000000)

State 19 file filel.c line 5 function main thread ©

x=0 (0000000000000 )

State 20 file filel.c line 6 function main thread ©

p=((signed int *)NULL) (0000000000 IZ---000000000)

Violated property:
file filel.c line 7 function main
dereference failure: pointer NULL in *p
I (POINTER_OBJECT(p) == POINTER_OBJECT(((signed int *)NULL)))

(lﬂ%)

+ FLSIDIRFRBEZ I D

CBMC (FECHIDIRFRZR TV I CRA UM EDHZRBEI D LEETEET, ROTO
DS Lh&EZEZFT (file2.c ELET),

int main(void) { file2.c
int i;
int buf[1@];
for(i = -1; i <= 10; i++) {
buf[i] = @;
}

return 0;



317TETRZE 10 OEcAIZEEL. 4 1TENS 6 ITETEDRERZMHALLTVET,
SETEEHIDRZFE 0 15 9 EURITNERDFRAN. COTOTS AR -1 H
5 10 FCTLEINDIERZBI TP ILALTVWET . TDeH. A2/ AILICERIIUE
IH. EITRIS-PIRELEFT,
> gcc file2.c -o file2.out
> ./file2.out

*** stack smashing detected ***: <unknown> terminated
Aborted (core dumped)

CBMC TIERREBZITDI(C(E. --bounds-check AT 3>%EELEFT . BB, =5IC
--trace AT a>%&DIFD L. for X =R UCHEMRDRBBREZE NI DCENTEFE
9,

> cbmc file2.c --bounds-check
“.(mg).“

** Results:

[main.array_bounds.1] array "buf' lower bound in buf[(signed long int)i]:
FAILURE

[main.array bounds.2] array “buf' upper bound in buf[(signed long int)i]:
FATLURE

** 2 of 2 failed (1 iteration)
VERIFICATION FAILED

CBMC (FEHCT7 O AD TR E EBROMITICDNT, EIIOBMEEANESMREL
F9, SOEFTFREMN-1. LR 10DEH. EE5ET5—MRESNTVET,

+ VY-S 3>20DREZID

C/C++E5EICF. 7P —2 3> (RERR) EVWDSEITHFICITS —Z R H I DA HME
ZABNTWET ., 7H—232(CEF. TOTSLFRTRICHKIZLTELWS EZ2RERDORZ
N CHERACELZENTEFT., TJOJSIYRT7H—23>2BNTHELL L. 2OEFRZET
OJ S ANEITHRERITI BRI, KRN ZHBELFT . STEERNEDREEIERITZH#REL
FIN BTHDETOTSLZEFELELEFT,

CBMC (&, OIS AZERTEICTF7Y -3 ERZREALFEI. ROTOTS A
file3.cZ&ZXFT,

#include<stdio.h> file3.c
#tinclude<assert.h>

int main(void) {
int *p;
assert(p != NULL);
return 0;



S5{TETRA>SFpZEEL. 61TETIVH—>3>%ZFE>Tp MNULL THDZEZE
BLUTVET., UNURHS. p ZREDMBEICHIEAL L TULVRW S, ZDEEFTOTS A
EEITUTHRNEDDDFERA. EE. TOJSLZETIDE. V-3 ERICRKR
DT 61TETELLLEFT,

> gcc file3d.c -o file3.out

> ./file2.out
file3.out: file3.c:6: main: Assertion "p != NULL' failed.

Aborted (core dumped)

7HY—>3>% CBMC THRAIDIRCEATZ IV EARETY, BRERBRNS. CBMC
NERZBRELUTVWDTENDMNDFET. COITS—(F p MM NULL DIBFE(ICEF 7T —>3
JICERLULTWSZEZB/RLTWET,

> cbmc file3.c

e (B

** Results:

[main.assertion.1] assertion p != NULL: FAILURE

** 1 of 1 failed (1 iteration)
VERIFICATION FAILED

SE(Z. file3.c D7H—23>ZUTOLI(CESMATRELTHEL & S(filed.c &
LET). file3.c LEFRAXDERZZECLTDDT, SEFMRBEUTHERICIESIAVKL
SCBRAFINESTLL DN,

#include<stdio.h> file4.c
#tinclude<assert.h>

int main(void) {
int *p;
assert(p == NULL);
return 0;

}
CBMC T file4.c ZRBE UTTHERZU T (CRUE T,

> cbmc file4.c
H-(W§)-~

** Results:
[main.assertion.1] assertion p == NULL: FAILURE

** 1 of 1 failed (1 iteration)
VERIFICATION FAILED

PEIODIS—ERDFLRLZ, SEIE p MM NULL TRUMBE(C 7Y -2 3> MATHD &
WDDIFTT, CBMC [FRA >4 p DFEN NULL DiFEE NULL TIRIRWZEDEESD
BECDVWTCEIS—ZRETDIIENTEFT ., CDLD(C. BEXASNDIETORRZR
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RIS, BEOREBERBEULTHELUL D, flIELT. IBESNEHDFTEE =KD DEE inverse
ZIRBAIDCEZERFTI (fil5.cpp)o

#include<assert.h> file5.cpp

void inverse(float x, float &y) {
y = 1.0f / x;
assert(y >= 0);

}

ZE x DEN 0 DEE(CE 0 THEIDEERD., B inverse (FETENTEELA. £
Iz =237z BNEON3dLDC. STRERZEMNL TITEUH UTOEITZER y DiE
FOMULETHBDETOTISTVEEZTVET., ULH L. x DIEIFENE ULNRVLDT, 7D
RIFREEFESNTULERE A

CBMC TDEE inverse MI&RAEI(IE. AT 3> --function ZDIF TG inverse &
IBEITDCETHRITTETET, o, PORENRETDINEDIHERBI BEHIC. AT
= 3> --div-by-zero-check BEDIFBDZEICLFELL DS, ITFDLSI(C. COTHOREE
Y- a3 iEROmMAZERETDIENTEE LR,

> cbmc file5.cpp --function inverse --div-by-zero-check
(H]?:lu)

** Results:
[inverse.division-by-zero.1] division by zero in 1.000000f / x: FAILURE
[inverse.assertion.1] assertion y >= @: FAILURE

** 2 of 2 failed (2 iterations)
VERIFICATION FAILED
EC. BIDIREETEE x DIEN 0 KDKRSIMEZERD ZENDMDODTNDEEIFEEDSTL
& Dh. ZDHE, COBRBE7HY—> 3 EREREEURWNETROT, L TEHEEKRME
BZLUTWBZEICRDET, TIT. RODKDICxH 0 LKDKRENEWNDSIREDRTIERMSF
ZEMULET,

#include<assert.h> file6.cpp

void inverse(float x, float &y) {
___CPROVER_assume(x > 0);
y = 1.0f / x;
assert(y >= 9);



__CPROVER_assume ZDIlF7d &, CBMC (FEH4R x > 0 (CRIDERZEBELET, &
DI 7AILAfil6.cpp ZHREBUL THET,

> cbmc file6.cpp --function inverse --div-by-zero-check
e (B8

** Results:
[inverse.division-by-zero.1] division by zero in 1.000000f / x: SUCCESS
[inverse.assertion.1] assertion y >= @: SUCCESS

** @ of 2 failed (1 iteration)
VERIFICATION SUCCESSFUL

I, DFED. ERMIEVEWVWSTERICIEDFELRLZ. CDXKSIC. CBMCIC(F. I—HI(C
EDTAERKREZ URRVWKLD(CT DHIBEHIAFTN TLE T,
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SO, C/C++EETEMIETOIS LZEFENICIREET DY —)L CBMC Z#F>T. f§
BHRTODS LADBRIEZITWEUE, CBMCIC(E. SERENM UM E. BUBEDA—)(—
JO-DARBR E BRI BEMBENEE SN TWE T, F/z. Java D/ bO— REMRE
L7ZREY —I)L IBMC*ERFESNTULE Y., CBMC (HEFERER I B3cs. EITRHIS—
EIRDTERUH TR IS LORE# UVWEEZRER I DBV —ILDO—DTT, /JRIEREHE
BORIIN SIAD B E. [EBCFE> TESINUEEBNETS,

2 http://www.cprover.org/jbmc/
SBUTFDHRIC(E. Amazon Web Services (AWS)(C 51T DT TD cBMC DBERSEHINEEL <
SR ENTULET,

Nathan Chong et al. : Code-level model checking in the software development workflow at

Amazon Web Services, Software: Practice and Experience, 2021; 51: 772 — 797.
https://doi.org/10.1002/spe.2949.
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